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Abstract. The ODRL language has become the standard for represent-
ing policies and regulations for digital rights. However its complexity is
a barrier to its usage, which has caused many related theoretical and
practical works to focus on different, and not interoperable, fragments of
ODRL. Moreover, semantically equivalent policies can be expressed in
numerous different ways, which makes comparing them and processing
them harder. Building on top of a recently defined semantics, we tackle
these problems by proposing an approach that involves a parametrised
normalisation of ODRL policies into its minimal components which re-
formulates policies with permissions and prohibitions into policies with
permissions exclusively, and simplifies complex logic constraints into sim-
ple ones. We provide algorithms to compute a normal form for ODRL
policies and simplifying numerical and symbolic constraints. We prove
that these algorithms preserve the semantics of policies, and analyse the
size complexity of the result, which is exponential on the number of at-
tributes and linear on the number of unique values for these attributes.
We show how this makes complex policies representable in more basic
fragments of ODRL, and how it reduces the problem of policy compari-
son to the simpler problem of checking if two rules are identical.
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1 Introduction

The Open Digital Rights Language (ODRL) [7] is a policy expression language,
framework and vocabulary inspired by the domain of deontic logic [5] that has
become the de-facto standard for expressing policies and regulations for digital
rights. Using this language, users may express policies and rules declaring data
access and usage rights, privacy settings, etc. However, as a result of the high
expressivity and complexity of ODRL, there is a noticeable heterogeneity in the
different interpretations of ODRL that are being considered in the literature [14]
and supported by existing toolsE This makes it difficult to build upon theoretical
results and achieve interoperability between applications. Moreover, semantically
equivalent policies can be expressed in numerous ways, which exacerbates the
policy comparison problem.
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Previous works have attempted to define semantics for ODRL for the prob-
lems of policy comparison and evaluation. In the early days of ODRL, Pucella
and Weissman [I1] proposed a translation of formulas in a fragment of many-
sorted first-order logic with equality; their work mainly focused on how to decide
when a permission (or prohibition) follows from a set of ODRL statements. In
another work, Steyskal and Polleres [I5] use rule-matching and logic programs
to tackle policy comparison, especially in the presence of implicit dependencies
between actions. De Vos et al. [3] translate policies into answer set programs,
to check compliance between policies and regulatory frameworks such as the
GDPR. In [2] authors provide a declarative semantics for ODRL which focuses
on a variant of the evaluation problem, where policies are used to determine com-
pliance over traces (i.e. sequence of states). More recently, Salas et al. [I3] have
addressed the policy evaluation problem by modelling ODRL rules as queries
that are evaluated on a set of events that comprise a state of the world.

In this work we adopt the semantics of ODRL defined by Salas et al. [13]
(focussing on its core fragment ODRL Lite) as it is the most recent compre-
hensive semantics of the latest version of ODRL (2.2). This semantics models
policies as a triple of sets of rules —permissions, prohibitions and obligations—
over a number of attributes and the values that these attributes can have. In
this paper we tackle the problem of compliance between policies by proposing
a novel approach that involves a parametrised normalisation of ODRL policies
into its minimal components. Under closed-world semantics, this allows us to
reformulate policies with permissions and prohibitions into policies with only
permissions (if we assume prohibition-by-default semantics) or prohibitions (if
we assume permission-by-default semantics), to simplify logic constraints (i.e.
complex combinations of constraints) into simple constraints, and ensuring dis-
tinction (e.g. lack of overlap) between rules, avoiding cases where multiple rules
apply to the same events.

This normalisation brings two key advantages. The first one is about enhanc-
ing the interoperability of ODRL tools and theoretical results. For example, our
normalisation would allow a tool that outputs policies with prohibitions and
logic constraints to work with a tool that only supports permissions and simple
constraints as inputs. The second advantage is that this results in a set of rules
that can be compared directly to other sets of rules, for example to check for
containment, equivalence or overlap between policies, in a simple pair-wise fash-
ion. This avoids the costly step of having to consider how arbitrary combinations
of permission and prohibition rules interact with each other.

As the main contributions of this paper, we provide an algorithm to com-
pute a normal form for ODRL policies and decomposing rules into their atomic
components, along with a prototype implementation. We prove these algorithms
preserve the semantics of policies, and analyse the size complexity of the result,
which is exponential on the number of attributes and linear on the number of
unique values for these attributes.
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2 Preliminaries

An ODRL policy has four core components: (1) Asset: a resource that is subject
of a policy; (2) Party: an entity that undertakes functional roles as the assigner
or assignee of a policy; (3) Action: an operation (for example Read, Write, Copy,
Anonymise) that can be exercised on the target asset and (4) Rule: defines the
permission, prohibition, or obligation of the assignees of the policy to execute
actions over assets. A single policy may define multiple rules on different core
components. Complex ODRL policies can also make use of additional types of
rules, such as duties, remedies and consequences, that extend the meaning of
the three basic types previously mentioned, but we omit those from our analysis
as these fall outside of the scope of our normalisation approach. ODRL policies
are usually read as Rule for Assignee to Action Asset subject to Constraints
and Refinements, e.g. Permission for Alice to Read Document D subject to the
constraint the day being Monday and Document D to be refined to its Subset of
Pages 1-10. Except Action, all other elements of a rule are optional.

We now briefly introduce core concepts of ODRL semantics, but we refer the
reader to Salas et al. [I3] for more details. As the main building blocks of a policy,
ODRL rules are sets of constraints, which in turn are boolean combinations
of conditions of the form (X op p). The left operand A is a property that is
drawn from a known vocabulary, or Knowledge Graph, whose value is compared
to the right operand p by the operator op. The operator op can be a binary
operator between constants (=, >, >, <, <, #), a binary operator between sets
(=, €, ¢, D, C), or a special operator that checks class membership (=ype)-
The rule from our example could be formalised as the following constraints:
DRead © {(Party = Alice), (Action = Read), (Asset = Document D), (Day =
Monday), (Pages > 1), (Pages < 10)}.

These constraints are evaluated on sets of events, where each event e is a
tuple of fixed length, whose indexes represent specific ODRL core components
and/or left operands. With the exception of the index representing the action,
events can have null values. For example, assume a mapping between the first
five indexes of an event and the features Party, Action, Asset, Day and Page,
respectively. Under this mapping, events ejice : < Alice, Read, Document D,
Monday,5 > and epyp : < Bob, Edit, Document D, Tuesday,null > represent,
intuitively, the fact that Alice read page 5 of Document D on Monday, and Bob
edited it on Tuesday (without specifying which pages).

We say that a rule 7 matches an event e, denoted by match(r,e) if all its
constraints evaluate to true on e, that is when (/\ .., c)(e) is true. Thus, when
evaluating a rule, all of its constraints are conjuncted with each other. We will
formalise later the concept of validity of a state of the world with respect to a
policy. Intuitively, when a policy only contains permissions and prohibitions, a
compliant state of the world must contain only permitted events, and no pro-
hibited event. In our running example, state of the world {eajice,€Bop} would
violate a policy that has permission preqq as the only rule, because the event
epob 18 not explicitly permitted, and thus it is implicitly prohibited. It is also
important to note that the chosen semantics does not include semantic reason-



4 Salas et al.

ing, that is the inference of new facts, and constants are assumed to be disjoint
from each other, following the unique name assumption.

3 Normalisation

In this section, we describe our normalisation process, which involves two main
steps. First, the regularisation of ODRL constraints, which involves computing
a normal form for constraints based in Boolean algebra. Second, the splitting
of intervals, which involves breaking down intervals defined by constraints into
minimal intervals according to a set of values (right operands).

3.1 Constraint Regularisation

In ODRL, the constraints that apply to a rule are defined in two ways. First,
by specifying the IRI of the Action, Asset or Assignee of the rule. In the chosen
semantics, these are equivalent to simple equality conditions, e.g. (Action =
Read). The second way is by specifying boolean combinations of conditions,
that refine the semantics of an Action, Party or Asset, or declare the conditions
applicable to a Rule. This effectively defines a subset of the element. For example,
a party collection could be defined as “customers over 60”, which is a subset of
all customers. For this work, we identify important sub-classes of constraints in
the following list, with indentation denoting class membership.

Simple constraints Constraints of the form (A op p) (e.g., (Asset = Book)).
Numeric constraints when A is numeric (e.g., (Age > 18)).
Equality constraints when op is = (e.g., (Count = 5)).
Inequality constraints when op is < or > (e.g., (Age > 21)).
Set constraints when op compares sets (e.g., (Formats 2 {CSV,XML}))
or values to sets (e.g., (Location € {Library, Park})).
Entity constraints Symbolic constraints on entities that are neither nu-
meric nor sets. They only allow the operators =, # and =, (e.g.,
(Jane =yype Researcher)).
Logical constraints Boolean combinations of simple constraints using the A,
V and — operators (e.g., (Age > 18) A (Date > “1271272012”))E|
Interval constraints Boolean combinations of numeric constraints on the
same A (e.g., (Age > 18) A (Age < 65)).

Because of the high expressivity of ODRL, the same rule can be syntactically
expressed in several ways while matching the same events. For example, a per-
mission rule that states that a client can play a movie if they are over 18 and

2 ODRL uses exclusive-or @ instead of =, but for simplicity we assume equivalent
expressions: =¢ <= ¢® (¢c=0Vc#0)and c®dd < (cA—~d)V (dA—c).
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paid 10 EUR, or 5 EUR if they are under 18, can be expressed as the following
rule using a logic constraint.

R = {(Action = Play), (Asset = Movie), (((Age > 18) A (Payment = 10EUR))
V ((Age < 18) A (Payment = 5EUR)))}
(1)
Alternatively, the same permission can be expressed with the following two per-
mission rules, each containing only simple constraints.

Ry = {(Action = Play), (Asset = Movie), (Age > 18), (Payment = 10EUR)}

Ry = {(Action = Play), (Asset = Movie), (Age < 18), (Payment = 5SEUR)}
(2)
More complex cases can arise with other binary relations, boolean equivalences
and additional rules. In this section, we describe the steps to compute a normal
form for rules that preserves their semantic meaning to simplify checking for
equivalence and containment. Our approach focuses on constraints with equali-
ties and inequalities between numeric values, and symbolic equivalences.

Set constraints require additional assumptions, and differ in whether we com-
pare sets against sets or values to sets. Entity constraints with the =, operator
additionally require the existence of an ontology and a process to determine class
membership, such as OWL [I] classes or sub-classes. Due to their more ambigu-
ous interpretation we exclude set comparisons from our work, and from now on
we will assume rules do not contain any set constraints, nor the =,,. operator.

Given arule R, we denote with N(R) the normal form of R computed with the
following three steps. First, all the constraints {c1, ca, ..., ¢, } of R are converted
into a single logical constraint C' = {¢; A ca A ... A ¢p }. Second, any numeric or
entity constraint, or their negation, in C' is normalised into equivalent constraints
that contain only the operators =, < or >, as shown in Table[l] Lastly, the rule
is rewritten in standard disjunctive normal form expansion, turning C' into a
disjunction of conjunctions of conditions.

Constraint Reformulation ‘ Constraint Reformulation
“A=p) A<pVQA>p) | ~(A=p) (A#p)
(A >p) (A<p) A#£p)  (A<pV(A>p)
“(A<p) (A>pV(A=p) ~(A<p) (A>p)
A<p) (A<pV(A=p) “(A>p) A<pV(A=p)
(A #p)! (A=0p) A>p) (A>pV(A=p)

Table 1. Constraint reformulations for numeric constraints, (*) applies also to entity
constraints. (1) applies only to entity constraints.

Theorem 1. Given a rule R and an event e, match(R, e) is true if and only if
match(N(R),e) is true.

Proof. The last two steps of the regularisation, namely the expansion to dis-
junctive normal form, and the simple reformulations in Table [I| preserve logic
equivalence, and thus do not affect the evaluation of the match operation. For
the first step, note that if a rule has multiple constraints, they are evaluated
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conjunctively by the match operation, so equivalently as if they were joined into
a single conjunctive constraint.

We denote rules that contain only simple constraints as simple rules. Given a
rule 7 that contains only a conjunction of simple constraints ¢; Aca A ... A ¢k, we
denote T the simple rule that contains the set of simple constraints {cy, ca, ...cx }.
As mentioned in the proof of Theorem [I] since all the constraints of a rule are
evaluated conjunctively, 7 is trivially equivalent to 7. Note that there is a very
clear correspondence between N(R) and the set of simple rules that comprise it.

Definition 1. Let R be a rule. D(R) is the set {71, 72,...,7x} of simple rules
in the disjunctive normal form of R, N(R) =14 V1o V-V 7.

Corollary 1. Given a rule R and an event e, match(R,e) is true if and only if
match(7, e) is true for some T € D(R).

Proof. By Theorem [I| match(R, e) is true if and only if one of the disjuncts 7 of
N(R), and thus its corresponding rule 7 of the decomposition D(R), matches e.

3.2 Interval Constraint Splitting

To illustrate the need to split intervals, let R be a rule that includes the constraint
¢ = ((Age > 18) A (Age < 33)) V ((Age > 33) A (Age < 65)) and R’ be a rule
that includes the constraint ¢ = (Age > 21) A (Age < 45). The former says
that the “age” property should be between 18 and 33, inclusive, or over 33 and
under 65, while the latter simply says that the property should be between 21
and 45. Intuitively, the latter should be fully contained in the former because
the former is essentially the same as a continuous interval from 18 to 65, and 21
to 45 is clearly within those bounds. However, D(R) would contain three simple
rules 71, 75 and 73 that include the constraints ¢; = (Age > 18) A (Age < 33),
ca = (Age > 18) A (Age = 33) and c3 = (Age > 33) A (Age < 65). If we were to
compare R’ against any of the simple rules, none of them would overlap entirely;
we would need to compare R’ against all combinations of 7, 75 and 73, which
is exponential on the number of simple rules. Instead, our approach “splits” the
interval defined by R into components that can be directly compared against R’.

Simplifying Intervals In the previous example, co defines an interval (Age >
18) A (Age = 33), where the simple constraint (Age > 18) is redundant because
the equality constraint is stricter and more specific. This illustrates that intervals
can contain redundant elements.

It follows that any conjunction of constraints A (A op; p;) for a single numeric
operand A where each op; is either =, < or > can be rewritten to an equivalent
constraint with at most 2 constraints if the maximum lower bound pj,;;, is less
than the minimum upper bound p,,., and either there are no constraints that
are equality constraints, or if one of the constraints c is an equality (A = p) with
P € [Pmin, Pmaz), and there are no other equalities (A = p') s.t. p # p'.



ODRL Policy Comparison Through Normalisation 7

In such a case, we can simplify ¢ by replacing it with a logical constraint of the
form (A > prmin )N < Pmaz), where ppq, is the maximum lower bound and py,q.
is the minimum upper bound; in cases where no upper bound is specified, then
¢ = (A > pmin), and if no lower bound is specified, then ¢ = (A < pyaz). For ease
of notation, we will use (A € (a, b)) as a shorthand notation for (A > a) A (A < b)
and replace either a or b with oo if either bound is not specified. In any other
case, the interval is empty, and no event can match the constraint. In such a
case, we rewrite any rule with an empty interval to a canonical false rule R,
for instance R = (Action = Use) A (x > 0) A (z < 0).

Splitting intervals Let R; be a rule that states that left operand A is true for
values within the intervals (a,b) and (¢, d), and another rule Ry that constrains
A with the right operands e, f and g such that (a < e < b), (b < f < ¢) and
(g > d). To properly compare the two rules, their normalisation must take into
consideration the constant values (i.e. right operands) found in both R; and Rs.
We can achieve this by “splitting” intervals by the right operands in both rules,
such that the intervals (A € (a,b)) V (X € (¢,d)) are reformulated as the intervals
(A€ (ae)V(A=e)V (A€ (ed)V (A€ (cd));since both f and g are values
found outside either intervals, these do not appear in new intervals.

Let V(R,A) be a function that, for a given rule and operand, returns the
set of right operands that appear in constraints that have A as a left operand,
and V(R), the function that returns all the right operands in the constraints
of R. More formally, V(R,X) = {p | (A op p) € R}. Similarly, let A(R) = {\ |
(A op p) € R} and C(R,\) = {c | ¢ € R such that ¢ = (A op p)}. Finally, let
S(R,V) denote the result of splitting the intervals of R according to V.

Algorithm [1| shows a pseudo-code implementation of the algorithm to split
intervals for a rule R; according to the values found in another rule Ry. This
algorithm iterates over all the left operands that appear in both R; and R (Line
, and for each left operand A, we compute an ordered list of right operands that
appear in constraints with A in both R; and Ry (Line [3]). This algorithm can be
naturally extended to consider multiple rules, and thus policies, at once. In Line
[ we check if rule R; has any constraints that mention left operand A because
if not, this means that any value is valid for that left operand. We reformulate
the constraint “accepts any value” into a disjunction of simple constraints R <
RiN((A<v)V(A=v)V (A>w)) if numeric, or Ry <+ R A (A =v)V (A #0))
if symbolic, for every right operand v over \.

On the other hand, in Line we check if the constraints that mention
A define a non-empty interval. Following the regularisation and simplification
steps earlier, R; should contain at most 2 inequality constraints: one defining
a lower bound, and one defining an upper bound. We check in Lines [T4] and [I6]
if they exist, in which case we assign their values to the lower bound p;,s, or
upper bound py,q., respectively. Then, in Line |18 we compute the ordered list I
of values that are between the lower and upper bounds; if I is empty, then we
continue with the next left operand.
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Algorithm 1

Require: R;, R2 conjunctions of conditions.
1: function SPLITINTERVALS(R1, R2)

2 for \ € A(R1) @] A(R2)
3 V + sort(V(R1,\) UV (R2,\))
4 if C(R1,\) =10
5: forveV
6: if )\ is numeric
7 Ri+ RA(A<v)VA=v)V(A>0))
8: else
9: Ri+ RiAN(A=v)V(\#£Ww))
10: else
11: if C(R1, ) is a non-empty interval
12: Pmin — —00
13: Pmaz 00
14: if 3p such that (A > p) € C(R1, )
16: if 3p such that (A < p) € C(R1, A)
17: Pmaz < P
18: I+ {veV|w>pmin)A @< pmaz)}
19: if I is not empty
20: ¢+ (A€ (pmin, 11))
21: for i € [1,|I| — 1]
22: C(—C\/(AE (Ii,1i+1))V()\:[¢)
23: C(*C\/()\G(I|1|,pmaz))\/(A=I|1|)
24: Ri1 <+ R, \C(Rl, )\)
25: Ri <+ RiANc
26: else
27: return R

28: return N(R;)

In Lines we compute the lower interval first, from the lower bound to
the first value in I. Then, we iterate over the values in I, adding an additional
interval for each pair of values. Finally, we compute the upper interval, from the
last value in I to the upper bound. This results in a disjunction of inequality
constraints ¢, which replaces the original constraints C(R1, A) (Lines 24}25).

Note that in Line the result is a conjunction of R; and a disjunction of
constraints ¢, which is no longer in its disjunctive normal form. Therefore, we
require an additional regularisation step (Line .

We developed a prototype implementation of our algorithm [12]. We provide
a simple command line interface that allows users to normalise ODRL policies,
split intervals according to a set of constant values or fully compare two policies
using normalisation. In addition, we provide a few examples of ODRL policies
that can be used as input. Experimental results and performance evaluations are
outside the scope of this paper and left for future work.
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Theorem 2. Given a set of right operands V, a simple rule R and an event e,
match(R, e) is true if and only if match(S(R,V),e) is true.

Proof. If V' contains a left operand A that does not appear in R;, Ry will be
extended to Rf = Ri A (A <v) V(A =v)V (A >v)V (A#w)). Evidently, the
extended intervals are true for any possible value for A, so R] is equivalent to
R;. Otherwise, note that intervals are only split into an equivalent disjunction
of sub-intervals, and thus do not change the rule with respect to match(R, e).

Finally, we can summarise the results and apply to the full normalisation.

Theorem 3. Given a set of right operands V, a rule R and an event e, it is
true that match(R,e) if and only if match(S(N(R),V),e) is true.

Proof. This follows directly from Theorems [I|and [2f match(S(N(R), V), e) is the
composition of two operations that preserve the match evaluation of a rule.

4 Comparing Rules and Policies

In this section, we describe how the normalisation procedure has useful properties
for deciding if a rule matches an event, which can additionally be used to check
for equivalence, containment or overlap between rules. We begin by noting how
rule matching can be decided by checking a set of simple rules for a match.

Corollary 2. Given a set of right operands V', a rule R and an event e, it is
true that match(R, e) if and only if there exists a simple rule 7 € D(S(N(R),V))
such that match(7,e) is true.

Proof. This follows directly from Theorem [3] and Corollary

Intuitively, two rules are equivalent if they match the same events. In this
section, we characterise rule overlap, containment and equivalence as a result of
finding common simple rules between normalised and split rules.

R=(\=A) AN =DB)A

—~

/\3 = O) A (>\4 € (a7b))

()\1 = A) A ()\2 = B)/\ ()\3 = C) A ()\4 S (e,b))
()\1 = A) A ()\2 = B)/\ ()\3 = C) A ()\4 S (b,g))

As an example, Equation [3|shows two rules R and R’ after splitting intervals.
We can see that R overlaps with R’ because both rules have a constraint ¢ =
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(A4 € (e,b)) that matches the interval (e, b) exactly. On the other hand, neither
R nor R’ is contained in the other because R allows the interval (a,e), which
doesn’t appear in R, whereas R’ allows (b, g), which doesn’t appear in R.
Notably, the intervals in Equation [3] do not overlap at all. Intuitively, this
means that any event that matches the rule can only match one of its split rules.

Theorem 4. Let R be a rule and V' be a superset of the right operands V(R).
For all 7; and 7; in D(S(N(R),V)) and events e, if match(r;,e) is true then for
all other T; # 1;, match(r;, e) is false.

Proof. Assume that an event e exists such that match(7;,e) and match(7;,e)
are true, and 7; # 7;. By construction, 7; and 7; are conjunctions of simple
constraints (A = p), (A < p), (A > p) and (A # p). Since match(7;,e) is true,
then for all equivalence constraints in 7;, A, = e,,. Therefore, without loss of
generality, let A\, be a left operand such that, since 7; and 7; are not equal,
there exists a numeric constraint (A\; < p) in 7; for left operand Ay that is an
inequality. We can see three cases here:

— 7; has an equivalence constraint (A = eg). In such a case, if (A = e) and
(A < pi) are true then ey < pg. However, if that were true, and since V
contains all values in R, then the interval (A < pi) would have been split
into (A < er)V (Ar =exr)V (Ak € (er, pr)). Therefore, either e, ¢ V', which
is a contradiction, or S(N(R), V') is not normalised.

— 7; has an inequality constraint (A, € (r,, 7)) that overlaps with (A, < px).
This is true, if, and only if, r,, < pi. However, if that were true, then the
interval (A < pg) would have been split into (A <7, )V (Ax € (1, px)) V
(M € (prsri)) if pe < 7rifor (N <1 )V (A € (rg )V (A € (1, pr)) if
pr. > 1. Therefore, either r;; ¢ V, which is a contradiction, or S(N(R), V)
is not normalised.

— 7; has an equivalence constraint (A, = ex) and ey, is a symbolic value. In such
a case, 7; can only match e if it is also an equivalence constraint (A = ey),
which is a contradiction because 7; # 7;. The same can be argued if 7; is an
inequality constraint (Ag # ex).

From Theorem 4] it follows that all simple rules in D(S(N(R),V)) are disjoint.
Together with Theorem [3] we can also conclude that R matches an event e if
and only if there exists a rule 7 in D(S(N(R),V)) such that match(r,e) is true
and for all other 7" in D(S(N(R), V)), match(7/, e) is false.

Moreover, now that we can decide match(R,e) by deciding match(r,e) for
some simple rule 7 in the decomposition of R, we can extend this result to
characterise the matching of an event to multiple rules by their sharing of simple
rule in their decompositions.

Theorem 5. Let R and R’ be rules, ¢ be an event and V be a set of right
operands such that VO V(R) U V(R’). Both match(R,e) and match(R',e) are
true if and only if there exists a rule T in both D(S(N(R), V) and D(S(N(R’), V)
such that match(7,e) is true.
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Proof. < 1If there exists a rule 7 in both D(S(N(R), V')) and D(S(N(R'), V) such
that match(r, e) is true, then by Corollary [2 both match(R, e) and match(R’,e)
are true.

= Let {71, T2, ..., 7} be the set of rules in D(S(N(R),V)) and {r{,75,...,7,}
be the set of rules in D(S(N(R’), V). If both match(R,e) and match(R',e) are
true, then constraint 7V =71 V72 V... 7, V.7{ V74 V... 7{ must be true. Let RV
be the rule with constraint 7. Notice that 7V is already in normal form with
respect to V, that is, D(S(N(RY), V) is {71, T2, . .. Tk, T{, T4, . . . T}, }, because each
disjunct in 7V is already a conjunction of simple constraints, over intervals that
have already been split according to V. If a rule 7 in both D(S(N(R),V)) and
D(S(N(R'),V)) such that match(r,e) is true does not exist, then there must
exist two event rules 7; and 7; in 7V that match e, such that 7, # 7;, but this
would contradict Theorem [l

Theorem [5] allows us to conclude that an event is matched by two rules if and
only if their normalised forms share a simple rule that matches the event. Since
two rules R and R’ are said to overlap (denoted R M R') if there exists an
event that is matched by both, this result can be used directly to decide rule
overlap. Similarly, we can characterise the containment of policies by the presence
of common rules, which allows us to decide rule containment (R C R’) and
equivalence (R = R’) by checking if they share simple rules. To do so, we need
to remove inconsistent rules, that is, rules that do not match any event, from
the result of the normalisation. Let D(R) be the set of rules in D(R) that do not
contain any empty intervals.

Corollary 3. Let R and R’ be rules, let V be a set of right operands such that
V > V(R)UV(R). R is contained in R' (R T R') if and only if all rules
in D(S(N(R),V)) also appear in D(S(N(R'),V)) (denoted D(S(N(R),V)) C
]:D(S(N(R')7 V))). Consequently, R and R' are equivalent (R = R') if and only if
D(S(N(R),V)) = D(S(N(R),V)).

Proof. Let R and R’ be rules such that R C R’. This means that for any event
e, if match(R,e) is true, then match(R',e) is true. Let us assume there exists
a simple rule 7 in D = D(S(N(R),V)) and not in D’ = D(S(N(R’),V)) such
that match(r,e) is true. Theorem [5| states that, for an event e, match(R,e)
and match(R',e) are true if there exists a simple rule 7" in both D and D’
However, if match(R, e), match(r, e) and match(7’,e) are all true, then 7 = 7/
holds by Theorem |4, which is a contradiction because 7 does not appear in D’.
Therefore, if for all events e, whenever match(R, e) is true, match(R’, e) is true,
there cannot exist a simple rule 7 in D and not in D’. Conversely, this means
that for all simple rules 7 such that match(r,e), either 7 ¢ D or 7 € D’. For the
other direction of the proof, assume D C D’ and there exists an event e such
that match(R, e) is true and match(R’, e) is false. This means that for all 7 € D,
7 € D'. Furthermore, according to Corollary for any given rule R, event e and
values V, 7 € D and 7 € D' iff match(R, e) and match(R',e) are true. However,
we assumed match(R', e) is false, so this is a contradiction.
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Finally, we claim that the result for Theorem [5| extends to sets of rules. We
first formally define the set of simple rules of the normalisation of a set of rules.

Definition 2. For a set of rules R = {Ry,Ra,...,R,} and a set of right
operands V' we define NS(R,, V') as the set of simple rules g, cg D(S(N(R;), V).

By using Definition [2], we can expand the result from Theorem [5| to apply to
the normalisation of a set of rules.

Corollary 4. Given a set of right operands V and an event e, there exists a
rule R in set of rules R such that match(R,e) is true if and only if there exists
a rule 7 in NS(R, V') such that match(r, e) is true.

Proof. From Corollary [2]it follows that there exists a 7" in D(S(N(R), V)) such
that match(7/, €), by Definition [2]this 7/ is included in NS(R, V). Notice that the
D function is equivalent to the D as it only involves the removal of redundant
constraints that do not match any event.

Corollary 5. For any event e, there exists a rule R in set of rules R such that
match(R, e) is true if and only if there exists a rule 7 in NS(R, V), with V' D
Ug,er V(R:), such that match(r,e) is true and for no other rule 7" € NS(R, V')
is match(7’,e) true.

Proof. By Definition [2} each rule R’ in R is normalised into set D(S(N(R'), V)),
of which, by Theorem [ no more than one rule can match e. From Corollary
we know that there exists a 7 in D(S(N(R’),V)) that matches e. For this
corollary to be false, there should exist another rule R”, whose normalised set
of rules D(S(N(R"),V)) contains a rule 7, different from 7 that also matches
e. However, this case would contradict Theorem [5], which states that if two rules
match the same event, then the rules in their decomposition that matches such
event must be the same. In the other direction, match(7,e) implies that there
exists a rule in R that matches e, as already shown in Corollary

4.1 Permissions and Prohibitions

In the chosen semantics [I3] the compliance of a state of the world to a policy is
expressed as a logical expression of matches between rules against events in the
state of the world. A state of the world w is valid w.r.t. an ODRL policy (P, F, O),
where P, F and O are sets of rules interpreted, respectively, as permissions,
prohibitions and obligations, if:

— for all events in the state of the world, there exists a permission that matches
it, i.e. Ve € w, AR € P, match(R,¢)

— for all events in the state of the world, there is no prohibition that matches
it, i.e. Ve € w, AR € F, match(R, e)

— for all obligations, there exists an event in the state of the world that is
matched by it, i.e. VR € O, Je € w, match(R,e)
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Our normalisation approach does not alter the semantics of permissions and
prohibitions in a policy because, as shown above, an event matches a rule if
and only if it matches one of the rules in its normalised form. So any event
that is permitted or prohibited before the normalisation will still be permitted
or prohibited afterwards. However, our normalisation cannot be used to nor-
malise obligations in the same manner as permissions and prohibitions. This
is because validity of obligations requires that for each obligation, there exists
an event that is matched by it. Therefore, splitting an obligation into multiple
ones effectively generates additional obligations, and thus a stricter policy. For
example, if we were to normalise the obligation to pay an amount of at least
10 units {(Action = Pay), (Amount > 10)}, in the presence of a right operand
with value “20”. This could be normalised into the three obligations {(Action =
Pay), (Amount > 10), (Amount < 20)}, {(Action = Pay),(Amount = 20)},
{(Action = Pay),(Amount > 20)}, which can only be satisfied by three pay-
ments: one of 10 to 20 euros, exactly 20 euros, and more than 20 euros.

Theorem 6. Let (P,F,O) be an ODRL policy and V a set of right operands.
A state of the world w is valid w.r.t. a policy (P,F,O) if and only if w is valid
w.r.t. an ODRL policy (NS(P,V),NS(F,V), 0)).

Proof. Each of the three conditions of validity evaluate a state of the world
against P, F and O in isolation from the other types of rules. Therefore the
condition over obligations O is evaluated equivalently for both policies. Thus,
for a state of the world to be valid in one of the two policies, but not in the other,
there must be a difference in how either the permissions or the prohibitions are
evaluated. This can only occur if there exist an event e that either A) matches
only one between the sets of permissions P and NS(P, V) or B) matches only
one between the sets of prohibitions F and NS(F, V). However, both cases A)
and B) contradict Corollary

Under our interpretation, prohibitions are defined to “carve out” exception
to permissions. To illustrate, imagine a permission for “Alice to analyse health
data” but we want to exclude health data from before 2010. In such a case, we
would define a prohibition “Alice to analyse health data” with an additional
constraint that the date of collection of the data is less than 01-01-2010. Our
normalisation approach would split the permission for “Alice to analyse health
data” into three separate, but (equivalent when taken together) permissions,
namely a permission for Alice to analyse health data if the date of collection is
less than 01-01-2010, another one if the date of collection is exactly 01-01-2010,
and lastly a third permission if the date of collection is larger than 01-01-2010.
Notice how now, the rule of the prohibition to analyse health data from before
2010 is the same rule as the first permission in the normalisation. In this case,
we can simply remove this matching pair of permission and prohibition, and the
final, equivalent policy will contain only the two permissions for Alice to analyse
health data if the date of collection is larger than 01-01-2010, and the one if the
date of collection is exactly 01-01-2010. It is easy to see that the resulting policy
is equivalent to the original one, and it does not contain prohibitions.
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Theorem 7. Given an ODRL Policy (P, F,O) with O = 0, a state of the world
w is valid w.r.t. (P, F,O) if and only if for all events e € w, there exists a simple

rule 7 € NS(P, V) \NS(F, V), with V' > Ug,cpr V(I:), such that match(r,e).

Proof. = If w is valid w.r.t. (P,F,O), then for all events e € w there exists
a permission P € P that matches e and no prohibition F' € F that matches
e, or equivalently, for all prohibitions in F, match(F,e) is false. From Corollary
it follows that if there exists a permission P such that match(P,e) is true,
then there must exist a simple rule 7 € D(S(N(P), V)) such that match(, e) is
true. Moreover, since NS(P, V) is a union that includes D(S(N(P),V)), if such a
simple rule exists, then it must also exist in NS(P, V). Conversely, if a prohibition
F doesn’t match e, then there doesn’t exist a simple rule in D(S(N(F), V)) such
that match(, ) is true. Furthermore, since this is true for all prohibitions F' € F,
it must also be true for NS(F, V). We can conclude, that 7 can be found in
NS(P,V) and not in NS(F, V), and therefore exists in NS(P, V) \ NS(F, V).

< If 7 € NS(P,V) \ NS(F,V) then this means that 7 € NS(P,V) and 7 ¢
NS(F,V). Then, if 7 € NS(P,V) it means there exists a rule P € P such that
7 € D(S(N(P),V)) for some V. Simultaneously, if 7 ¢ NS(F, V), we know that
for all F € F, 7 ¢ S(N(F), V). Because of Corollary |5} if match(r,e), then there
exists a rule P € P such that match(P,e) is true. Moreover, there can be no
other rule 7/ in NS(P, V) or NS(F, V) such that match(7/,e) is true. Given the
above, the state of the world w must be valid w.r.t. (P, F,O).

Corollary 6. Given an ODRL Policy (P,F,O), a state of the world w is valid
w.r.t. (P,F,O) if and only if it is valid w.r.t. (NS(P,V)\ NS(F,V),0,O).

Corollary [6] expands the result of Theorem [7] to the case of non-empty sets
of obligations for the same reason described in the proof of Theorem [6 This
is our main result that allows us to reformulate a policy with permissions and
prohibitions to a policy of only permissions. Since our normalisation can be
applied equally to permissions and prohibitions, our approach can be also used in
the case of permission-by-default semantics, with the obvious change of removing
permissions, rather than prohibitions, in the last step.

5 Complexity

In this section, we analyse the complexity of the policy comparison decision
problems through our normalisation method. Since our normalised rules can
decide containment, equivalence or overlap by iterating over all the simple rules
that comprise the normalised rules, the size of the sets D(R,V) are the main
determinants of the complexity. Let us assume a single rule R has n constraints.
The most relevant metrics for our analysis are the size of the rules (i.e., the
number of constraints) n, the number of distinct left operands (or attributes)
that are mentioned in rules L < n, and the size of V', the distinct values appearing
for each left operand.

For a single rule of size n, the worst case scenario for the regularisation is when
each constraint is a logical constraint in CNF form. Assume this logical constraint
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¢ contains a total of n constraints, where the simple constraints are distributed
into j conjunctions, each containing k simple constraints. In other words, c is a
conjunction (c1 Aca A ... Acj), where each ¢; is of the form (z1 Vo V...V ay).
Furthermore, if we assume each of the simple constraints z; is a constraint that
after reformulation would produce an additional disjunction, ¢; would double
in size to 2k. The DNF expansion of ¢ would result in a disjunction of (2k)’
conjunctions with j simple constraints each, which adds up to j x (2k)’ simple
constraints. This is maximised when k is e and j is %, leading to a total of ee
rules, each containing a total of Z simple constraints. In practice, we can only
have a natural number of constraints, so this is simplified to k = |e] = 2 and
Jj = %, and thus we have (2 x 2)3 = 2" permissions, each of which has at least
5 constraints in addition to the core ODRL elements.

The worst case for the splitting of intervals is when rule R has no constraints
other than those for the main ODRL elements (i.e., it allows any value for all
other left operands) and R’ has L = n distinct left operands. In such a case, R
will be split into HiL:o 2|V (R, \;)|+1, where |V (R, \;)| is the number of distinct
values for A; in R’. Assuming the total number of values is |V| and the number
of distinct left operands is L, this is maximised when each |V (R, \;)]| is “j.j—l (for
simplicity, assume |V| = kL for some integer). In such a case, the total number
of split intervals is (2%‘ + 1)L, which is polynomial on |V| and exponential on
L. Note that in this scenario, the DNF expansion of R would yield simply R
because there are no constraints to be reformulated. Therefore, this worst case
scenario is not directly related to the worst case scenario for the DNF expansion.
On the other hand, the best case scenario is when all constraints are equalities
and both rules mention the same left operands, because in such a case we don’t
have to split any intervals.

For a set of rules R, its size is determined by the sizes of the normalisation
of each of its rules. If we assume that each R; € R is disjoint with R; € R such
that R; # Rj, the total size of NS(R, V) is ) p.g [D(R,V)|. In other words, it
grows linearly with the number of rules in R and exponential with the size of
each rule, leading to a size of O(|R|-2").

6 Related Work

To our knowledge, ours is the first that addresses the problem of normalising
ODRL policies, and provides a comparison of ODRL policies via the normalisa-
tion of its components. We now review the most relevant pieces of work in the
literature that address similar semantics problems. Garcfa et al. [6] employed
semantic web technologies such as OWL [10], to translate ODRL (in XML for-
mat) to OWL ontologies and RDF graphs, which allowed them to leverage the
IPROnto ontology for digital rights management [4]. However, their approach
was tailored for ODRL 1.1, which is deprecated, and lacks the richer tapestry
of rule types such as prohibitions, and obligation. Pucella and Weissman [11]
proposed a translation of ODRL 1.1 Policies to logical formulas. The normali-
sation steps discussed in this study could also be applied to their constraints,
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which would also allow logical normal forms. Steyskal and Polleres [I5] earliest
proposed semantics for ODRL 2.0+ based on rule-matching and logic programs;
notably their semantics took into consideration the implicit dependencies be-
tween actions. Slabbinck et al. [I4] defined a vocabulary to describe interoperable
ODRL Evaluation reports and also presented their ODRL Evaluator, a piece of
software that can evaluate policies for access control scenarios. Kebede et al.[8]
discuss the representational power of ODRL, reinforced by presenting use-cases
and examples, and highlights some of the limitations of ODRL. For example,
the ambiguous semantics of duties (as per the currently published recommenda-
tions) or the granularity of parties (e.g., certain members of an organisation). De
Vos et al. [3] implement policy and compliance checking by translating policies
into answer-set programs to check for compliance. The semantics of answer-set
programming are ideal for applications that adopt a closed-world assumption.
Their proposed model is ideal for representing real-world legal frameworks such
as the GDPR. Kieffer et al. [9] propose an approach that computes the least
restrictive license that complies to a set of policies. If such a license does not
exist, one can assume that there are no events that are valid w.r.t. all policies
simultaneously. Therefore, said approach could be used to verify policy overlap.
However, the problems of containment and equivalence were not a focus of their
work, and cannot be trivially derived.

7 Conclusion

We have presented a procedure to compute a normal form for ODRL rules,
that preserves their original evaluation semantics, while yielding useful proper-
ties, following a recently published formalisation of ODRL evaluation. Two key
steps of this procedure involve decomposing rules with complex logic constraints
into rules with simple conjunctions of basic constraints, and splitting constraints
over numeric intervals into their basic components, with respect to a given set of
known constants. This second step guarantees that each simple rule in the nor-
mal form is disjoint, which allows to decide containment, equivalence or overlap
between rules by checking equality of pairs of simple rules instead of combina-
tions of simple rules. The useful properties of the normalisation procedure can
also be applied to sets of ODRL rules, and therefore ODRL policies with permis-
sions and prohibitions. Notably, only one set of rules between permissions and
prohibitions needs to be retained, and the other can be removed completely, leav-
ing only a set of disjoint permissions (or prohibitions) that can then be checked
for matches to events. This, combined with the simplification of logic combi-
nations of constraints, provides a mechanism to translate complex policies into
equivalent ones that do not require logic constraints, and only require one type
of rule between permissions and prohibitions, increasing the interoperability be-
tween tools with levels of support for ODRL features. Our normalisation targets
core elements of ODRL, but additional features are left for future work, such as
additional rule types, constraints over sets, and the interaction with inference.
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